CHAPTER 9

SYSTEM SAFETY

Reference:  AR 385-16, DA PAM 385-16

1. Introduction:  The Army operates one of the largest, most comprehensive safety programs in the world.  This program is designed to create safe air and ground operations that promote safe practices by military and civilian personnel both on and off duty.  The USASC synchronizes efforts across the Army’s major commands and the Army staff during the development and day-to-day management of safety policies while commanders, the owners of the Army Safety Program, implement those policies and procedures at the unit level.
The mission of the USASC is to enhance combat readiness through proactive risk management to prevent accidents. The USASC has staff responsibility for administering the Army Safety Program and helping commanders integrate risk management into all that the Army does.  The USASC supports commanders and the Army staff by providing them with timely, accurate hazards, risks, and controls information that they can use to make informed risk decisions.

2. Overview:  The USASC assists the Director of Army Safety in developing system safety policies, objectives, and evaluation standards; provides technical assistance to other agencies in determining the accuracy and completeness of risk assessments being considered for AAE-level decisions on acceptance of risk; provides independent safety assessments (ISA’s) of Army Systems Acquisition Review Council (ASARC) systems to the ASARC secretary; establishes, identifies and maintains a Department of Army program of generic system safety research in support of Army development and acquisition programs; develops and disseminates improved system safety engineering techniques; and provides system safety lessons learned.
The ISA is the product of a review of system referenced documents and interviews with system safety staff and program management personnel.  This assessment addresses the system-level program and individual elements managed by Army organizations. The objective of the assessment is to evaluate the overall system safety program and report the potential hazards/deficiencies to personnel for risk-management decisions prior to the milestone decision review (MDR). The ISA is one of several assessments prepared in support of the milestone decision review process.  This report is used as input to the draft and final Manpower and Personnel Integration (MANPRINT) assessment.  The USASC is also responsible for conducting staff related functions in support of deployed accident investigation teams or be required to respond to queries from units requesting guidance or information relative to hazards associated with common unit items.  In this capacity, the USASC coordinates with outside agencies, if required, in an effort to facilitate the research and information collection process and expedite responses.
3.  In support of the Commander, USASC and The Director of Army Safety, the Ground Division provides system safety expertise IAW AR 385-16.  The following information will supplement the information found in AR 385-16 and DA PAM 385-16.  It is organized as system safety oversight, test and evaluation, and independent safety assessment. 

4.  System Safety Oversight.  System safety oversight is a formal programmed approach that is applied throughout the entire life cycle of a system from concept through production, deployment and continued service.  It is used to identify hazards, evaluate adequacy of safety controls and then provide management with recommendations for improving initial and subsequent system fielding.  Failure to identify hazards throughout the systems life cycle due to the lack of oversight can be catastrophic.

    

(A) Requirements. The requirement for establishing and implementing a system safety program is set forth in AR 385-16.  It emphasizes the establishment of system safety early in the systems life cycle through the efforts of combat developers, materiel developers, testers, users and evaluators.

    

(B)  Expectations and Goals.  The benefits of actively participating and/or integrating yourself as a system safety manager early into the system safety program are numerous.  Foremost is that it provides you, the system safety manager, with first-hand knowledge of the system safety process from cradle to grave. This first-hand knowledge of system safety issues, which have surfaced through a systems development cycle, is essential for preparing the Independent Safety Assessment. 

     

(C)  Required Documents.  Documentation that should be reviewed during the Independent Safety Assessment includes, but is not limited to the following documents:  




(1) System Safety Working Group (SSWG) Charter.  The SSWG Charter formally establishes a technically qualified advisory group for the Program Manager, which provides system safety management as a means to enhance the design and safe operation of his system.




(2) System Safety Management Plan (SSMP).  The SSMP formally organizes the safety program for the entire life cycle of the item being developed.  The SSWG or the supporting safety office prepares it as soon as the source of system safety expertise has been identified.




(3) System Safety Program Plan (SSPP).  The SSPP, typically prepared by the contractor, provides a detailed description of both system safety management and engineering tasks necessary to address system-related hazards. A SSPP is required for both in-house developmental and contracted items.




(4) Preliminary Hazard List/ Analysis (PHL/PHA).  A PHL/PHA document involves making a study during concept or early development of a system and its associated subsystems to determine the hazards that could be present during operational use.




(5)  Hazard Tracking List (HTL).  A HTL is an integrated system safety database and reporting system used to maintain and track data for each identified hazard. The list is updated throughout the lifecycle as new hazards are discovered or if data relating to identified accidents or hazards change; hazards identified, even if closed, are never removed from the database. It is regularly reviewed, endorsed and approved at SSWG meetings. 




(6) Request for Proposal (RFP).  The RFP specifies and defines the minimum contractual requirements that the Contractor’s solution must meet unless changed by Government action. It may also define objectives or desired levels of performance beyond the minimum contract requirements. The range between a minimum requirement and an objective for a performance parameter establishes the trade-off space for that parameter.  At these points, ~70% of all system safety decisions have been made affecting the system; therefore, early involvement is critical.




(7) Contract Data Requirements List (CDRL).  The Contract Data Requirements List (CDRL) defines the data that is to be delivered to the Government by the contractor; specific CDRL’s related to system safety should be specified here (i.e. SAR’s, HTS, SSPP, etc.). This data may be in hard copy, electronic, electronic mail able, or any other form specified. The specific form of delivery needs to be specified either in the SOW and/or in each individual CDRL item.




(8)  Statement of Work (SOW).  The SOW defines all non-specification performance based requirements for contractor efforts. It states what needs to be accomplished, not how, and allows the contractor's creative effort. The SOW establishes all work tasks, programs, services, and any requirements that are not qualified to be within the specification; this document should indicate requirement of a formalized system safety effort pursuant to MIL-STD 882D.




(9)  Operational Requirements Document (ORD).  The ORD document contains operational performance requirements for a proposed concept or system. Requirements are tailored to a particular system (e.g., aircraft, ship, missile, or weapon) and reflect required system-level performance capabilities such as range, probability of kill, platform survivability, and the timing of the need, etc.

(10) Test and Evaluation Master Plan (TEMP).  The TEMP is 

document which outlines the test communities plan for conducting required T&E for the system.  Control measures proposed to mitigate defined hazards in the system safety effort should be included in the TEMP for verification of control.

(11) Safety Assessment Report (SAR).  The SAR is the 

document prepared by the contractor which summarizes safety work performed on a program.  The SAR provides an assessment of the identified hazards and the mishap residual risk.  The SAR is a snapshot of program safety coverage and risk.  A SAR is generated several times during the life of a program. 

5. Working Groups:  PMs establish system specific system safety working groups (SSWGs) to track hazards and ensure program coordination for all major and Army Designated Acquisition Program (ADAP) systems.  Non-major systems may be grouped by common characteristics under an SSWG.  DA Pam 385-16 provides guidance on the composition and other characteristics of the SSWG.  Any similar group meeting the characteristics identified in DA Pam 385-16 may fulfill the requirements for an SSWG.  SSWGs provide ongoing monitoring of the system safety effort, including oversight of the System Safety Management Plan (SSMP) and progress reviews of the SSPP’s, for the PM and participate in other groups as needed (i.e. MANPRINT Joint Working Group (MJWG), Test and Integration Working Groups (TIWG), etc.).  SSWG meetings are normally held quarterly or more frequently if required to support program schedules.  Minutes are taken at each meeting.  The SSWG functions as an element of program management by: 

a.  Advising the PM on matters pertaining to system safety.

b. Evaluating the system safety program, and providing timely and effective recommendations for enhancing system effectiveness.

c.  Identifying and communicating system safety requirements and criteria.

d.  Organizing and controlling program efforts directed toward satisfaction of safety requirements, identification and elimination or control of hazards, and the management of mishap risks.

e.  Validating plans, schedules and results of system safety tasks and supporting activities.

f. Coordinating and integrating safety activities and results between Army agencies, the prime contractor, organizational elements within the project office, and other functional areas supporting the program. 

    

(1)  Types of working groups:  

(a)  Manpower Working Group (MWG).  The MWG determines the number of military and civilian personnel required and potentially available to operate, maintain, sustain, and provide training for systems.

 

(b)  Personnel Capabilities Working Group (PCWG).  The PCWG determines the cognitive and physical capabilities required to be able to train for, operate, maintain, and sustain materiel and information systems.  Assess the aptitudes that the users must possess to complete all of the necessary training to operate, maintain, or support the system.

(c)  Training Working Group (TWG).  The TWG concentrates on instruction or education; and-on-the-job or unit training required providing personnel their essential job skills, knowledge, and attitudes.  The system must be designed so that the specified target population can be easily trained to perform to standard
(d)  Human Factors Engineering Working Group (HFEWG).  The HFEWG concentrates on the integration of human characteristics into system definition, design, development, and evaluation to optimize human-machine performance under operational conditions to ensure operational effectiveness. 

(e)  System Safety Working Group.  The SSWG concentrates on design features and operating characteristics of a system that serve to minimize the potential for human or machine errors or failure that cause injurious accidents. System Safety deals with both the safety of the materiel system, as well as the operators, maintainers and support personnel.

 

(f)  Health Hazards Working Group (HHWG).  The HHWG concentrates on design features and operating characteristics of a system that create significant risks of bodily injury or death; prominent sources of health hazards include: acoustic energy, chemical substances, biological substances, temperature extremes, radiation energy, oxygen deficiency, shock (not electrical), trauma, and vibration.

(g)  Soldier Survivability Working Group (SSWG).  The SSWG concentrates on characteristics of a system that can reduce fratricide, detection and probability of being attacked, as well as minimize system damage, soldier injury, and cognitive and physical fatigue. 

(2)  Attendance and Funding.  Working group attendance or membership consist of safety representatives from the prime contractor and Army organizations that is directly involved in the program safety effort and/or provide safety oversight.  Project Managers should ensure that funding is provided to ensure that program and support organizations are effective in carrying out their duties and responsibilities within the system safety program. It is the system safety manager’s responsibility to contact the PM safety POC for funding and submit a detailed budget to support SSWGs, or other meetings as required. 

(3)  Role of Safety Center.  Representatives of the safety center are not normally voting members of the working groups for systems in the acquisition process.  Generally, one will find the USASC representative is listed in the System Safety Management Plan as an advisor to the group which is in line with the responsibility of oversight of the program.  Inherent in the role of the safety center in working groups is the understanding of the acquisition process, risk mitigation and acceptance, and applicable Mil Standards and Army Regulations.   
6. ISA Requirement:  AR 385-16 requires the Commander, USASC to provide the ASARC secretary an Independent Safety Assessment on all ASARC systems.  In keeping with this requirement, the USASC system safety manager develops the ISA through a review of the pertinent documents in Table 1 and assessing the risk of the residual hazards in the system before all Milestone Decision Reviews (MDR).  Departing system safety managers will also develop an interim ISA and submit the ISA to the system safety branch chief before leaving USASC in order to provide a system status and continuity for the next system safety manager.  Upon completion of the ISA, it is staffed through USASC and forwarded to the ASARC secretary.  The ISA must arrive at the office of the ASARC Secretary 30 days before the MDR.  It is highly recommended that USASC system safety manager provide a draft ISA to the Program Manager for their comment before completing the final draft.  This fosters a good working relationship between the PM and USASC and may provide the opportunity for further mitigation of identified hazards.  Examples of completed ISA’s can be found in the ground shared information folder named Completed ISA.  

a.  ISA Format.  The initial and final ISA reports will each consist of a cover letter signed by the USASC Commander summarizing the ISA and a technical report prepared by the appropriate USASC action officer; the draft ISA will consist of the technical report only.  The nature of the letter and report will depend upon the maturity of the system in questions; however, they will conform to the following general format:


    

(1) The cover letter will consist of three sections:  Purpose, Discussion, and Recommendation.




(a) Purpose.  This section will describe the USASC’s reason for submitting the ISA.  The initial assessment needs to contain the statement, “Forward this assessment to PM __________ for staffing with the ASARC draft data package.  A final assessment will be provided NLT 4 weeks prior to the MDR.”




(b) Discussion.  Briefly describe all concerns outlined in the technical report.




(c) Recommendations.  The comments in this section will be formulated to ensure that all system safety concerns be reported to the ASARC of the MDR.  

     

(2) The technical report will consist of four sections: Purpose, Methodology, Results, and Recommendations.




(a) Purpose.  This section states the USASC’s reason for submitting the ISA, which will present the current USASC assessment of safety issues concerning the system.  The object of the assessment will be to identify potential hazards to personnel and equipment.  This section will also indicate whether the contractor has made a documented commitment to remove these hazards or accept responsibility for their presence.




(b) Methodology. This section will describe procedures used for completing the technical report.  These procedures will include review of all system documents, contacts with system representatives, participation in working groups and system demonstrations, and if possible, onsite evaluation of the system by the appropriate USASC system safety manager.  


 

(c) Results.  This section will include discussion of each safety-related issue identified by the system safety manager during system evaluation.  Any system safety management deficiencies should be documented, as well as any hazard-producing design discrepancies.  Each hazard will be classified according to its potential-severity and frequency of occurrence, as outlined in MIL -STD-882D.   For residual hazards, hazards previously identified and documented, but not completely removed by design changes, system safety managers will not assign hazard classifications less stringent than those already assigned by the materiel developer safety officer without the approval.  Corrective actions proposed by the contractor for each issue will also be indicated, as well as any formal acceptance of risks.  An issue will be considered “closed” only after the following actions have been accomplished:


 


(1) The cause of the problem has been clearly defined and formally documented.


 


(2) Proposed action to correct the problem has been developed and formally documented.


 


(3) The corrective action has been implemented throughout the entire system inventory.





(4) System safety risk assessment is completed for any residual risk and accepted at the appropriate level as outlined in the system safety management plan for the system.





(d) Recommendations. This section will contain recommendations formulated to ensure that each system safety concern is properly documented and communicated to the ASARC and that risk acceptance or corrective action for identified system hazards is formally recognized and recorded.

7. System Safety Training: The system safety engineer should achieve competence in the discipline of the profession as well as the business in which it is applied.  In accomplishing this level of understanding, the required training will include a self study mastery of applicable DOD and Army regulations, completion of the Program Management career track through Level III certification, continued professional development in the system safety discipline and providing continuing education presentations (quarterly) to the Ground Division.  

Applicable regulations include the most updated version of the following:

AR 385-16

System Safety Engineering and Management

DA Pam 385-16

System Safety Management Guide

AR 70-1

Army Acquisition Policy

AR 73-1

Test and Evaluation Policy 

AR 385-10

The Army Safety Program

AR 750-6

Ground Safety Notification System

MIL STD 882
System Safety Program Requirements

AR 385-40

Accident Reporting and Records

AR 602-2

Manpower and Personnel Integration (MANPRINT) in the System Acquisition Process

AR 700-142

Materiel Release, Fielding, and Transfer

AR 40-10

Health Hazard Assessment Program in Support of the Army Materiel Acquisition Decision Process

AR 40-60

Policies and Procedures for the Acquisition of Medical Material

AR 71-9

Materiel Requirements

AR 602-1

Human Factors Engineering Program

DODD 5000.1

The Defense Acquisition System

DODI 5000.2

Operation of the Defense Acquisition System

DODI 5000.2R

Mandatory Procedures for Major Defense Acquisition Programs and Major Automated Information System Acquisition Programs

Training in the business for which the system safety discipline is applied should include completion of the following courses or their updated version as offered through the Defense Acquisition University (DAU):

ACQ 101 (Level I Certification) "Fundamentals of Systems Acquisition Management"

ACQ 201 (Level II Certification) "Intermediate Systems Acquisition Course"

PMT 352 (Level III Certification) "Program Management Office Course"

